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Change Management 

Activity Process Design

Document Management

Document Detail

< Add details necessary for document tracking and management at your organization >
Documentation Purpose
The Process Activity Design document is based on the activity level process flow. Each process activity is described and matched to the appropriate Roles and Responsibilities assigned to be Accountable (own), Responsible (do), Consulted (ask), and Informed (notify).

This document has been designed to follow the best practices of the Information Technology Infrastructure Library (ITIL®).
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Process Description

A Change is defined as the addition, modification or removal of an authorized IT Service Component that is currently supported or is planned for introduction. This Change is processed in one of three ways in order to properly match business needs:

1. Normal Change

The authorized and planned addition, modification or removal of an IT Service or IT Service component. This change is neither an Emergency Change nor a Standard Change.
2. Emergency Change

Those Changes that must be introduced as soon as possible to repair an error in an IT service where the error is negatively Impacting the Business to a high degree.
3. Standard Change (Pre-Approved)

Those Changes that are low risk, frequent, simple and follow a well documented work instruction (such as relocating workstations).

The primary goal and objective of Change Management is to ensure that standardized methods and procedures are used for the efficient and prompt handling of all authorized changes by responding to the customer’s changing business requirements while reducing Incidents, minimizing disruption to IT Services, and minimizing the need for re-work.

The Configuration Management System (CMS) is a critical information system used to record Changes and their related details, comprehend and plan the scope and Impact of a Change on production IT Services, and to monitor and link resulting Incidents and other support activities 

The Service Catalog and accompanying Service Level Agreement (SLA) is where business operations are linked to IT Services. In turn, IT operations are linked to IT Services through supporting Operational Level Agreements and Underpinning Contracts. This Catalog is created and maintained by the process of Service Level Management.
With such a central role within IT, the Service Catalog is a critical operational document where all IT Services listed and their underlying components must be under Change Management Control.
Process Scope

The scope of Change Management includes all Changes affecting currently operational IT Services in the Service Catalog, or those Changes that introduce a new IT Service. 
· Those Changes that are designed as Standard Change Requests are pre-approved by a local authority and executed by the Service Desk. These Changes, once created, are outside the day-to-day scope of Change Management.
The scope of the Incident Management Process at <<company>> IT is limited as follows:

	In Scope
	Out of Scope

	
	

	
	

	
	

	
	

	
	


Process Roles and Responsibilities

A Process Role is defined as a set of responsibilities, activities and authorities granted to a person or team. One person or team may have multiple roles, and may have different roles and responsibilities at different times due to involvement with separate processes one after the other.

For the purpose of process design, generic roles are defined for the process and are matched to activity steps. These generic roles are then matched to the organization chart to define the responsibilities and involvement of staff. 

What is a RACI Chart?

The RACI chart clarifies to all involved with a process which activities each person, group, or team is expected to fulfill. It also helpful in clarifying the staffing model necessary for operation and improvement.
The RACI model specifies that only one role is accountable for an activity, although several people may be responsible, consulted, and informed for parts of the activity. 

The RACI model stands for four main process activity roles as follows: 

	RACI
	Description

	A = Accountable
	The single owner who is accountable for the final outcome of the activity.

	R = Responsible
	The executor(s) of the activity step.

	C = Consulted
	The expert(s) providing information for the activity step.

	I = Informed
	The stakeholder(s) who must be notified of the activity step.


Process Roles Described

	Role
	Description

	Change Owner
	The Change Owner is responsible for ensuring that all activities defined within the process are undertaken and that the process achieves its goals and objectives.

	Change Manager
	The Change Manager is responsible for process design and for the day to day management of the process. The manager has authority to manage Changes effectively through assessment, implementation and validation.

	Change Requestor
	The Change Requestor is the person, team, or organization who requires and requests the Change and is the owner of the Change outcome (accountability). 

· The Change Requestor and Change Coordinator roles may be the same person or group.

	Change Coordinator
	The Change Coordinator is responsible to initiate and manage the Change through Change Management planning, scheduling, authorization, build, test and implementation. This may involve completing the Request For Change (RFC) on behalf of the Change Requestor. 

· The Change Requestor and Change Coordinator roles may be the same person or group.

	Technology Stakeholders
	Technology Stakeholders are persons, teams or organizations accountable for hardware or software components that could be impacted by a change (positive or negative).
· Technology Stakeholders can also be Change Implementers who perform one or all of plan, build, test, and implement.

	Business Stakeholders
	Business Stakeholders are persons, teams or organizations accountable for IT Services and Business Processes that could be impacted by a change (positive or negative).

	Change Authority
	The Change Authority is a role, person or group of people that provide formal approval and authorization for each change. Formal bodies and roles within the Change Authority are the Change Advisory Board (CAB) and Emergency Change Advisory Board (ECAB). Other roles of the Change Authority include the Change Manager, the IT Management Board, the Business Executive Board, and delegated authorities around Standard Changes. 

	Change Advisory Board (CAB)
	The CAB is a role of the Change Authority. 

The CAB is a group of individuals brought together to review a Normal Change to make recommendations that ensure change success. CAB participants are identified in the CAB Model; and consists of a fixed group of IT representatives as well as a dynamic group of Business and Technology stakeholders affected by the change.  

	Emergency CAB (ECAB)
	The ECAB is a role of the Change Authority. 

The ECAB is a group of individuals brought together to review an Emergency Change to make recommendations that ensure change success. ECAB participants are identified in the ECAB Model; and consists of a fixed group of IT representatives as well as a dynamic group of Business and Technology stakeholders affected by the change.  
· The ECAB differs from the CAB in that individuals are on call, are available by mobile communication, and meet to discuss the situation in conference call.

	Emergency Change Team Lead
	The Emergency Change Team Lead role is typically the same as the Change Manager and is accountable for successfully managing and implementing an Emergency Change. 
· However, it’s possible that multiple Emergency Changes may happen at the same time. In such cases, there is justification for multiple Emergency Change team leads to give full attention to each Emergency Chane.

	Change Analyst
	The Change Analyst is responsible for implementing and executing the Change process as defined by the Change Manager, and to be a point of contact for escalated issues, questions, or concerns.

	Service Desk
	The Service Desk organization and functional role.

	Incident Management
	The Incident Management process role.

	Request Fulfilment
	The Request Fulfilment process role.

	Problem Management
	The Problem Management process role.

	Change Management
	The Change Management process role.

	Service Level Management
	The Service Level Management process role.


Change and Emergency Change Advisory Board Model

CAB/ECAB Model Process Owner

The Change Advisory Board (CAB) Model and the Emergency Change Advisory Board (ECAB) is owned and managed by the Change Management process. 

It is recommended that the CAB and ECAB Models are developed and reviewed (yearly) using a cross-process team including Incident Management, Problem Management, Change Management, and Service Level Management.
Change Authority Description

The Change Authority is a role, person or group of people that provide formal authorization for each change. The Change Authority may be established using a combination of hierarchical, horizontal, and delegated approaches. The CAB and ECAB are formal bodies and roles within the Change Authority, while delegated approvers are informal roles within the Change Authority. 

Change Authority roles correspond to the three basic Change types as follows:

Normal Changes

Normal Change types are approved within the formal body of the CAB. 

Emergency Changes

Emergency Change types are approved within the formal body of the ECAB. 

Standard (Pre-Approved) Changes

Standard Change types are approved outside of the formal bodies of the CAB and ECAB. These delegated authorities are identified when the Standard Change is created and documented within the Standard Change procedure. Delegated authorities (approvers) may come from the Business, Information Technology, the Service Desk, or an approved Third-Party (vendor) representative.
CAB/ECAB Description

The CAB and ECAB is a group of people that advise the Change Manager in the assessment, prioritization, and scheduling of Normal and Emergency Changes respectively. The CAB must ensure that changes are adequately assessed from both the business and technical perspectives in support of the Change Management goal to minimize interruption (Incidents) to delivery of IT services. Inclusion is typically based on the Change Priority and Category using the CAB/ECAB Representation Matrix (see below).
CAB Membership

The CAB consists of representatives from all areas within Information Technology, Business representatives, and Third-Parties (vendors). CAB Membership consists of fixed representatives and dynamic representatives based on the following model:

Fixed CAB Membership

The fixed body of the CAB includes the Change, Incident, Problem, and Service Level Manager/Owner roles.

Dynamic CAB Membership

The dynamic body of the CAB includes representatives from across the Business, IT, and Third-Parties designated for each IT Service of the Service Catalog. 

ECAB Membership

The ECAB is a subset of the CAB for Authorizing Emergency Changes where members are available at any time as needed (through remote communications and as previously agreed) and where membership may be decided at the time a meeting is called. 

Fixed ECAB Membership

The fixed body of the ECAB includes the Change and Incident Manager/Owner roles.

Dynamic ECAB Membership

The dynamic body of the ECAB includes representatives from across the Business, IT, IT Process Owners/Managers (not already part of the fixed membership), and Third-Parties designated for each IT Service of the Service Catalog. 

Service Level Management Involvement

Representatives who may be asked to review a Change are determined within Change Management and forwarded to Service Level Management to be documented for each IT Service. This may be formally identified within the Service Level Agreement template for inclusion in Agreements and Contracts.
CAB/ECAB Representation Matrix

The CAB/ECAB Representation Matrix should be included in SLAs, OLAs, and UCs where appropriate. The following matrix helps to indentify the scope of the CAB/ECAB based on the Priority assessment of a Change:

	Representative
	Priority

	
	Level 1
	Level 2
	Level 3
	Level 4

	Senior Business Management
	x
	
	
	NA

	IT Management
	x
	x
	
	NA

	Business Stakeholders
	x
	x
	x
	NA

	Technology Stakeholders
	x
	x
	x
	NA

	CAB
	x
	x
	x
	x

	Delegated Authority
	NA
	NA
	NA
	x


Additional notes:

· Priority 1 Changes are typically Emergency Changes that triggers the Emergency Change procedure and formation of the ECAB.

· Further refinement of this Matrix is provided by Change Categorization, where IT Services affected and IT Components are managed and owned by specific Technology and Business Stakeholders.

· Specific representatives are identified for each IT Service within the Service Agreements and Contracts. The Change Manager ultimately determines representation for each Change and may invite additional representatives to give advice on a specific Change, or may excuse representatives who are not required to advise on a specific Change.

CAB Review Schedule

The CAB Review schedule is the list of prioritized Changes based on Impact and Urgency assessment. 

· The fixed body of the CAB completes a first phase review of each Change along with initial recommendations and advice, and confirms the dynamic list of Change reviewers (based on the Representation Matrix). 

· These reviewers are asked to complete a second phase review and provide recommendations and advice that ensures a successful Change implementation. 

· The final review phase consolidates and shares all feedback and discussion, and solicits approval from all representatives to proceed (based on agreed recommendations, if any).

· The Change is entered into the Change Schedule based on CAB review, and all Change Stakeholders are notified of Approval (along with recommendations that must be made) or notified of Rejection (along with reasons and rationale). 

The structure of the CAB Schedule should support the Change Management objective for efficiently managing all changes. Slippage in planned vs actual review dates will typically lead to a Change review backlog which does not serve business requirements for efficient Change Management. 

The CAB Schedule

The following list suggests the major headings of the CAB Review Schedule that corresponds with the three phases of Change review:

· Change Id 

· Change Priority

· Planned Fixed CAB Review Date

· Actual Fixed CAB Review Date

· Planned Extended CAB Review Date

· Actual Extended CAB Review Date

· Planned Completed Change Review Date

· Actual Completed Change Review Date

· Status

The “Status” field allows tracking of Change Review slippage. Suggested “Status” values that allow for slippage reporting include:

· Scheduled – an open record scheduled for review

· Rescheduled – a closed record where a scheduled date changed

· Completed – a closed record with all reviews completed

High Level Process Flow
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Change Process RACI Chart

	
	Roles



Activities           
	Change Requestor
	Change Coordinator
	Technology Stakeholder
	Business Stakeholder
	Change Authority
	Change Manager
	Change Analyst
	Service Desk
	Incident Management
	Request Fulfilment
	Problem Management
	Change Management
	Release and Deployment
	Service Level Management
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Process Steps Described

1.0 Change Initiation

	Objective
	To establish a culture of Change Management that ensures all changes to IT Infrastructure are recorded and controlled.

	Policy
	All changes to the IT Infrastructure must be approved at the appropriate level, must be recorded and documented, and must follow the appropriate Change Control.

	Input(s)
	Need for Change

Change Policy
Standard Changes (pre-approved)

Service Catalog and Configuration Management Database (CMDB)

	Output(s)
	Initiation of Change

Identification of Change Type (Standard, Emergency, or Normal)

	Status
	- none - 

	Description
	· (A,R,C,I) The Change Coordinator is Accountable, Responsible, Consulted and Informed to discuss the Change with an appropriate Change Authority Manager and to choose the correct Change Control type to initiate Change Management.

· (R) The Change Requestor is Responsible to discuss the need and justification for Change with a Change Coordinator.

· (R,C,I) The appropriate Change Approver of the Change Authority is Responsible, Consulted and Informed to be contacted and approve the initiation of the Change.
· (C) The Change Analyst is Consulted for questions or clarification of Change Initiation.


2.0 Standard Change (Pre-Approved)?

	Objective
	To ensure all standard pre-approved changes are handled according to pre-arranged Standard Change Procedures.

	Policy
	All Standard pre-approved changes to the IT Infrastructure must be matched to the Standard Change List found within the Configuration Management System (CMS).

	Input(s)
	Standard Change List

	Output(s)
	Standard Change Request

	Status
	Standard Change

	Description
	· (A,R) The Change Coordinator is Accountable and Responsible to ensure the Change is one from within the Standard Change list and to follow the associated Standard Change procedure.

	
	Note: Creating Standard Changes

· Changes submitted for creating or updating a Standard Change (Pre-Approved change) are first processed as a Normal Change.


3.0 Emergency Change?

	Objective
	To ensure all emergency changes are handled with the most urgent response and appropriate decision making.

	Policy
	All emergency changes to IT Hardware and Software will be initially assessed and escalated to follow the Emergency Change procedure.

	Input(s)
	Phone call to Emergency Change Hotline

	Output(s)
	Initiation of the Emergency Change Procedure

Recommendation to Proceed with a Normal Change

	Status
	- none - 

	Description
	A conference bridge call is typically used as part of the Change Management process for quick and complete discussion when deciding to initiate the Emergency Change Procedure.

	
	· (A,R,I) The Change Manager is Informed of Emergency Changes and is Accountable and Responsible for deciding to initiate the Emergency Change Procedure.
· (R,C,I) The Change Coordinator is Responsible to contact the Change Manager for an Emergency Change, is Consulted for justification, and is Informed of the Change Manager’s Decision.
· (C,I) The Change Requestor and Change Approver of the Change Authority are Consulted and Informed when discussing initiation of the Emergency Change Procedure.


4.0 Complete and Submit the RFC
	Objective
	To capture and document a standard description for all changes written from the perspective of those requesting the change.

	Policy
	All Normal Changes to IT Infrastructure will be documented by the requesting party in a standard form (Request for Change - RFC) and submitted to Change Management. 

	Input(s)
	Request for Change (RFC) Form

	Output(s)
	Submitted and Completed Request for Change (RFC) Form

	Status
	- none - 

	Description
	· (A,R,C,I) The Change Analyst is Informed of and is Accountable and Responsible for receiving the formal submission of an RFC, and is available to be Consulted for questions relating to this form and procedure.

· (R,C,I) The Change Coordinator is Responsible, Consulted and Informed for documenting and submitting a complete RFC, and providing all requested updates or missing information. 

· (R,C,I) The Change Requestor is Responsible, Consulted and Informed to review the RFC and ensure its accuracy.


5.0 Change Logging

	Objective
	To create a single definitive source for documentation for all Change details, for the management of Changes and to monitor for related Incidents that may follow a Change.

	Policy
	Each planned Change must create and document a Change Record in the Service Management System (SMS).

	Input(s)
	Request for Change (RFC) Form

	Output(s)
	Change Record

	Status
	Open

	Description
	· (A) The Change Analyst is Accountable to ensure that the RFC is complete, and that a Change record is opened and documented as the single source for Change information. 

· (R,C,I) The Change Coordinator is Responsible for completing the RFC and either creating the Change record or requesting the change record be created.

· The Coordinator is also Consulted for clarifications and Informed when the RFC is accepted.


6.0 Review the Change

	Objective
	To properly review the Change to ensure it is justified and needed, is fully documented and explained, and is has been initially assessed.

	Policy
	All Normal Change requests will be fully reviewed for clear business objectives and justification, completion of descriptions, initial assessments, priority, category, and recommendations.

	Input(s)
	Request for Change (RFC) Form

Prioritization Model

Categorization Model

	Output(s)
	Complete Change Documentation

Initial Change Assessment

	Status
	Open, Reviewed

	Description
	· (A,R,I) The Change Analyst is Accountable and Responsible for fully reviewing the RFC for completeness and clarity, and may request more information if required.

· This role is Responsible to assign an initial Change Priority and Categorization along with End Services affected (with initial RFC recommendations by the Change Coordinator).

· This role is Responsible to escalate high Priority changes to the Change Manager and is Informed of next steps.

· (R,C,I) The Change Manager is Responsible, Consulted and Informed of Changes that have a high priority or when providing direction to the Change Analyst.

· (R,C,I) The Change Coordinator is Responsible, Consulted, and Informed for information as requested and for providing progress updates to the Change Requestor and Change Approver (Change Authority).
· (I) The Change Requestor and Change Approver (Change Authority) are Informed with status updates and progress reports of the Change.


7.0 Assess the Change
	Objective
	To assess the Change against the Configuration Management System and determine the Business and Technical Impact along with all appropriate Change Stakeholders.

	Policy
	All Normal Changes will be assessed against the Configuration Management System to determine Technical and Business scope and impact, as well as determine appropriate Technical and Business stakeholders to be involved in better planning the Change.

	Input(s)
	Reviewed Change and Documentation

Configuration Management System (CMS)

	Output(s)
	Identification of Business and Technical Change Impact 

Identification of Business and Technical Change stakeholders
Stakeholder Input and Recommendations

	Status
	Open, Assessed

	Description
	· (A, I) The Change Analyst is Accountable and Informed to ensure the Change has been fully assessed against the CMS and all Technical and Business scope, impact, and stakeholders have been identified.
· (R,C,I) The Change Coordinator is Responsible, Consulted and Informed when assessing the Change against the CMS to determine all Technical and Business scope, impact, and stakeholders that will have input into the planning, execution and evaluation of the change.
· (C,I) The Technology Stakeholders and Business Stakeholders are Consulted and Informed of the Change affecting them and of their inputs to the planning, execution and evaluation of the change.

· (I) The Change Requestor is Informed of impact, status, and progress of the Change.


8.0 Evaluate the Change

	Objective
	To evaluate the Change appropriate to its Impact, provide a recommended solution from a range of options, and to determine an appropriate Change Authority level for Authorization.

	Policy
	All Change requests will be fully evaluated (where possible) against a range of solution options; and a recommended solution and Impact will be put forth at the equivalent Change Authority Level.

	Input(s)
	Request for Change (RFC) Form

Change Stakeholders

Change Record

	Output(s)
	A fully understood change
A range of solution options

A recommendation for a particular solution option 

Or, a recommendation to abandon the Change

Change Authorization Review Date

	Status
	Open, Evaluated

	Description
	· (A,R,I) The Change Manager is Accountable, Responsible and Informed of Changes that have been fully evaluated and are ready for Authorization. 

· The handling of Low Impact changes may be delegated to the Change Analyst.

· (R,I) The Change Analyst is Responsible and Informed to ensure the Change has been fully evaluated by the Change Coordinator and all Stakeholders and will check for inputs from all roles.
· The Change Analyst is Responsible to Inform the Change Manager of all Changes that are fully evaluated and ready to be sent to Authorization at a recommended Change Authority Level.

· (R,C,I) The Change Coordinator is Consulted, Responsible and Informed when evaluating the Change and working with all Technical and Business stakeholders to consider all appropriate options and Impact assessment, and to make a recommendation.

· Where a Change is recommended and agreed to be abandoned, all parties to the Change are Informed with evaluation reasons. 

· (C,I) The Technology Stakeholders and Business Stakeholders are Consulted and Informed when assessing the Change and determining solution options, Impact and recommended solution.
· (I) The Change Requestor and Change Initiation Approver (Change Authority) is Informed of impact, status, and progress of the Change.


9.0 Authorize the Change

	Objective
	To present the recommended change solution to the Change Authority stakeholders for awareness, assessment and recommendations that ensure the Change will succeed.

	Policy
	All Changes must be reviewed through the appropriate level of the Change Authority with the purpose of soliciting “advice and recommendations for change success”. 

	Input(s)
	Change Record and RFC

Recommended Change Solution
Change Authority Model

CAB Model

Change Review Schedule

Change Schedule

	Output(s)
	Advice, Recommendation, and Modifications to the Change Solution
Scheduled Change and Updated Change Schedule
Authorization to Proceed

	Status
	Open, Change Review
Open, Authorized

	Description
	· (A,R,C,I) The Change Manager is Accountable, Responsible, Consulted and Informed when scheduling the Change for Review and Authorization at the appropriate level (which may involve the Change Manager only, CAB, IT, and/or senior management).

· Where the CAB is involved, the Change Manager will:
· Schedule the review in the CAB schedule.

· Convene and Chair the CAB.
· Ensure all stakeholders review the change.

· Ensure the Change Schedule shows NO conflicts with the Change being reviewed and other changes.

· Provide final advice, recommendations, modification requests, updated Change Schedule, and Authorization
· Note: The scheduling of Low Impact changes may be delegated to the Change Analyst or even a delegated authority.

· (R) The Change Analyst is Responsible to participate in CAB meetings as required and may be delegated Change Manager tasks.
· (R,C,I) The Change Authority is Informed, Consulted, and Responsible for reviewing the Change and providing advice, recommendations, modification requests, Change Schedule confirmation, and providing individual authorization.
· (C,I) The Change Requestor, Change Coordinator, Technology Stakeholders, and Business Stakeholders are Consulted and Informed for advice, recommendations, modification requests, and Change Schedule changes that come from the Change Authority.

· (I) All stakeholder roles are Informed of Authorization status and the updates to the Change Schedule.
· In most cases, this will include the Service Desk and Incident Management who may be impacted by a negative Change.


10.0 Plan Change Updates

	Objective
	To update the Authorized Change with all Change Authority updates and recommendations.

	Policy
	All Changes and Change Plans will be updated as requested by the Change Authority review.

	Input(s)
	Advice
Recommendations

Modification Requests

Change Schedule updates

	Output(s)
	Updated Change and Change Plans

	Status
	Open, Pending Implementation

	Description
	· (A,R,I) The Change Manager is Accountable, Responsible and Informed for ensuring Change Plans are updated accordingly and that all Change Authority advice and recommendations are taken before authorizing Step 11.0 Change implementation.
· Note: This may be delegated to the Change Analyst or even a delegated authority for Low Impact changes.

· (R,I) The Change Analyst is Responsible and Informed to receive progress and status reports, convey these to the Change Manager, and may be delegated further tasks by the Change Manager. 

· (R,C,I) The Change Requestor, Change Coordinator, Technology Stakeholders, and Business Stakeholders are Responsible for acting on advice, recommendations, modification requests, and Change Schedule changes from the Change Authority; are Consulted for progress and status; and are Informed of authorization to proceed.


11.0 Co-Ordinate Change Implementation

	Objective
	To ensure that all changes are built, tested, and implemented as planned.

	Policy
	All Changes are to be designed, built and tested as planned and authorized. Test results must be reviewed and accepted before final implementation.

	Input(s)
	Updated Change and Change Plans
Remediation Plans

Delivered Change for Testing

Build Results

Test Results

Implementation Results

Progress Reports

	Output(s)
	Implemented Change

Authorization to Proceed at each Stage

	Status
	Open, Building

Open, Testing

Open, Ready for Implementation

Open, Implemented

	Description
	Change Management is a control and oversight process. The actual “doing” of the Change is handled within the Release and Deployment Process with status update communications at all stages.

	
	· (A,R,I) The Change Manager is Accountable, Responsible and Informed for ensuring that each Change Co-ordination step is successful (especially when validating Test and Implementation results) and for ensuring the Change remains on schedule.
· Note: This may be delegated to the Change Analyst or even a delegated authority for Low Impact changes.

· (R,I) The Change Analyst is Responsible and Informed to receive progress and validation reports, convey these to the Change Manager, and may be delegated further tasks by the Change Manager. 

· (R,C,I) The Release and Deployment Process will be Responsible, Consulted, and Informed to “do” the Change at this step and provide progress and validation reports.

· (R,C,I) The Change Coordinator is Responsible, Consulted, and Informed to oversee the Change and liaise with both Change Management and Release and Deployment Management.

· (I) The Change Requestor, Technology Stakeholders, Business Stakeholders and other stakeholders (may include the Service Desk, Incident Management, and Request Fulfilment) are kept Informed at each step.


12.0 Change Review and Closure
	Objective
	To provide an independent Post Implementation Review (PIR) of the Change that confirms success and closes all open Change records and related process activities.

	Policy
	All Changes must be confirmed successful by Independent Review before the Change records and related records are closed. 

	Input(s)
	Request to Close Change Records

	Output(s)
	Closed Change Record

	Status
	Closed

	Description
	Change review may involve an agreed monitoring period where Change Records remain open and are linked to the Incident Control System as part of that processes diagnostic matching activity.

	
	· (A,R,I) The Change Manager is Accountable, Responsible and Informed for ensuring all Change stakeholders have reviewed the Change Implementation and confirmed success, and that all documentation is accurate and complete. Other responsibilities include: 
· Conducting a formal Post Implementation Review (PIR) to assess failed Changes and make recommendations for success with similar future changes. 
· Escalate to Service Level Management all Change issues and concerns affecting Service Levels and agreements.

· Note: Some responsibilities may be delegated to the Change Analyst or even a delegated authority for Low Impact changes.

· (R,I) The Change Analyst is Responsible and Informed for delegated tasks from the Change Manager. 
· (R,C,I) The Change Coordinator is Responsible, Consulted, and Informed to monitor the Change for ongoing success, fully document and update the Change, provide status updates to Change stakeholders, and to close the Change Record.
· (I) The Change Requestor, Change Approver (of the Change Authority), Technology Stakeholders, and Business Stakeholders are Informed of the Change closure.
· (I) For Normal Changes that introduce Standard (pre-approved) Changes, these Changes must be added to the Standard Change List and may involve other processes including Service Level Management, Release and Deployment Management, Request Fulfilment, Incident Management and the Service Desk function.


Emergency Change Procedure

Emergency Change Procedure Flow
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Emergency Change Procedure RACI Chart
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Procedure Steps Described

3.01 Escalate to and Convene Emergency Change Advisory Board (ECAB)
	Objective
	To urgently establish a communications and management bridge to manage the Emergency Change.

	Policy
	The Change Manager (or acting manager) will immediately convene the standing Emergency Change Advisory Board (ECAB) for management, oversight, and escalation during the emergency.

	Input(s)
	Contact to Emergency Change Hotline
Change Manager notifications

Pre-arranged conference bridge 

Emergency Change Advisory Board (ECAB)

	Output(s)
	Convened ECAB

	Status
	- none - 

	Description
	In most situations of Emergency Change, a Major Incident will have already taken place and the Major Incident Procedure will have established the Major Incident Team. 

· It is Good Practice for the Major Incident Team to alert the Change Management hotline in advance of an expected Emergency Change. 

· The composition of the ECAB will likely be made up of members already involved in the Major Incident Team. 
Thus, when triggered by a Major Incident, a majority of the ECAB is likely to be in place; thus minimizing the ECAB convening step.

	
	· (A,R,C,I) The Change Manager is Accountable, Responsible, Consulted and Informed to convene the ECAB through pre-determined contact means.
· (R,C,I) The Change Analyst is Responsible, Consulted and Informed to assist the Change Manager in assembling the ECAB.

· (R,C,I) The ECAB is Responsible, Consulted and Informed to be available and assembled on short notice.
· (R,C,I) The Change Requestor, Change Coordinator, and appropriate Technology and Business Stakeholders are Responsible, Consulted and Informed to participate in the ECAB as required to achieve clear information flows.

· (I) Processes that might be Informed of an Emergency Change include Incident Management and the Service Desk, Request Fulfilment, Problem Management, Release and Deployment Management, and Service Level Management.


3.02 Assign Emergency Change ECAB Team Lead

	Objective
	To establish an Emergency Change Team Lead within the ECAB to allow the Change Manager to handle situations of where additional Emergency Changes occur.

	Policy
	The Change Manager (or acting manager) will assign an Emergency Change Team Lead from within the ECAB to handle situations of where additional Emergency Changes occur.

	Input(s)
	Emergency Change Advisory Board (ECAB)

Change Manager decision

	Output(s)
	ECAB Team Lead

	Status
	- none - 

	Description
	The Emergency Change Team Lead role is typically the Change Manager. This role is accountable for successfully managing and implementing the Emergency Change. However, it’s possible that multiple Emergency Changes may happen concurrently and need to be fully managed. In such cases, there is justification for multiple Emergency Change team leaders.

	
	· (A,R,C,I) The Change Manager is Accountable, Responsible, Consulted and Informed to assign the Emergency Change Team Lead from the ECAB.

· (C,I) The Emergency Change Team Lead is Consulted and Informed for being assigned and accepting the role.
· (C,I) The ECAB may be Consulted and Informed when assigning Emergency Change Team Lead.


3.03 Complete and Submit the RFC

	Objective
	To urgently capture and document a standard description of the Emergency Change written from the perspective of those requesting the change, and to ensure the Change is properly managed around a Change Record entered into the Service Management System.

	Policy
	All Emergency Changes to the IT Infrastructure will be documented at high level using the Request for Change (RFC) form and submitted to Change Management for creation of an Emergency Change record.

	Input(s)
	Request for Change (RFC) Form

Service Management System (SMS)

	Output(s)
	Submitted and Completed Request for Change (RFC) Form

Change Record

	Status
	- none - 

	Description
	This activity step should not delay the Emergency Change, and is represented in parallel with other Emergency Change activity steps. Full documentation and review of the Emergency Change will occur after Implementation and the situation has stabilized.

	
	· (A,R,C,I) The Change Analyst is Accountable, Responsible and Informed for receiving the formal submission of an RFC, and is available to be Consulted for questions relating to this form and procedure.

· (R,C,I) The Change Coordinator is Responsible, Consulted and Informed for documenting and submitting a high level RFC, and providing all requested updates or missing information. 

· (R,C,I) The Change Requestor is Responsible, Consulted and Informed to review the high level RFC and ensure its accuracy.

· (I) The ECAB is Informed of the RFC submission and its availability.


3.04 Emergency Change Logging

	Objective
	To create a single definitive source for documentation for all Change details, for the management of Changes and to monitor for related Incidents that may follow a Change.

	Policy
	Each planned Change must create and document a Change Record in the Service Management System (SMS).

	Input(s)
	Request for Change (RFC) Form

	Output(s)
	Change Record

	Status
	Open

	Description
	This activity step should not delay the Emergency Change, and is represented in parallel with other Emergency Change activity steps. Full documentation and review of the Emergency Change will occur after Implementation and the situation has stabilized.

	
	· (A,R) The Change Analyst is Accountable and Responsible to ensure that the RFC is complete, and that a Change record is opened and documented as the single source for Change information. 

· The Change Analyst may also be Responsible create the change record on behalf of the Change Coordinator.
· (R,C,I) The Change Coordinator is Consulted for clarifications and Informed when the RFC is accepted.

· The Change Coordinator may be Responsible for creating the change record.

· (I) The ECAB, Technical and Business Stakeholders are Informed of all Emergency Change record(s) and Change documentation.


3.05 Review the Emergency Change

	Objective
	To urgently review the Emergency Change and review initial impact, priority, categorization and recommendations.

	Policy
	All Emergency Change requests will be urgently reviewed for initial impact, priority, category, and recommendations.

	Input(s)
	Request for Change (RFC) Form

Prioritization Model

Categorization Model

	Output(s)
	Emergency Change Documentation

Initial Change Assessment

	Status
	Open, Reviewed

	Description
	This activity step should not delay the Emergency Change, and is represented in parallel with other Emergency Change activity steps. Full documentation and review of the Emergency Change will occur after Implementation and the situation has stabilized.

	
	· (A,R,I) The Change Analyst is Accountable, Responsible and Informed for reviewing the RFC for essential information, and may request more information if required.

· This role is Responsible to assign an initial Change Priority and Categorization along with end Services and internal Systems impacted. 

· (C,I) The Change Coordinator is Informed and Consulted for initial review information.

· (I) The ECAB, Business and Technical Stakeholders are Informed with initial review information.


3.06 Assess and Evaluate the Emergency Change

	Objective
	To assess the Emergency Change against the Configuration Management System and determine the full Business and Technical Impact along with appropriate Change Stakeholders; and to choose the best solution from a range of options that includes contingency and remediation planning should the Emergency Change fail.

	Policy
	All Emergency Changes will be urgently assessed against the Configuration Management System to determine full Technical and Business impact, appropriate stakeholders, and to be evaluated (where possible) against a range of solution options that includes contingency and remediation planning should the Emergency Change fail.

	Input(s)
	Emergency Change Review

	Output(s)
	Identification of Business and Technical Change Impact 

Identification of Business and Technical Change stakeholders

Stakeholder Input and Recommendations

A fully understood change

A range of solution options

A recommendation for a particular solution option 

Or, a recommendation to abandon the Change

	Status
	Open, Assessed

	Description
	· (A,R,C, I) The Emergency Change Team Lead (assigned by and acting on behalf of the Change Manager) is Accountable, Responsible, Consulted and Informed to ensure the Emergency Change has been fully assessed and evaluated for the best possible solution; and that the solution is authorized in a timely manner.
· (R,C,I) The ECAB, Change Requestor, Change Coordinator, Technology and Business Stakeholders are Responsible, Consulted and Informed when assessing and evaluating the Emergency Change, providing a range of options, and for recommending the best possible solution.

· (R,I) The Change Analyst is Responsible and Informed to collect, maintain, and make available the Emergency Change record and related information as it becomes available, and to assist the ECAB and Emergency Change Team Lead as required.
· (C,I) The Change Manager (when NOT the Emergency Change Team Lead role) is Consulted and Informed regarding recommendations and change progress.


3.07 Authorize the Emergency Change

	Objective
	To present the recommended Emergency Change Solution to IT and Business stakeholders for awareness, assessment and for providing recommendations that ensure the Emergency Change will succeed.

	Policy
	All Emergency Changes must be reviewed through the ECAB and IT/Business Management with the purpose of soliciting “advice and recommendations for change success”.

	Input(s)
	Recommended Emergency Change Solution

Change Authority Model

ECAB Model

	Output(s)
	Advice, Recommendation, and Modifications to the Change Solution

Scheduled Emergency Change and Updated Change Schedule

Authorization to Proceed

	Status
	Authorization

	Description
	· (A,R,C,I) The Emergency Change Team Lead (assigned by and acting on behalf of the Change Manager) is Accountable, Responsible, Consulted and Informed for:

· Schedule the review in the ECAB schedule.

· Convene and Chair the ECAB.

· Ensure all stakeholders review the change.

· Ensure the Change Schedule shows NO conflicts with the Change being reviewed and other changes.

· Provide final advice, recommendations, modification requests, updated Change Schedule, and Authorization

· (C,I) The Change Manager (when NOT the Emergency Change Team Lead role) is Consulted and Informed regarding emergency change authorization.

· (R) The Change Analyst is Responsible to participate in ECAB meetings as required and may be delegated tasks.

· (R,C,I) The ECAB is Informed, Consulted, and Responsible for reviewing the Change and providing advice, recommendations, modification requests, Change Schedule confirmation, and individual authorization.

· (C,I) The Change Requestor, Change Coordinator, Technology Stakeholders, and Business Stakeholders are Consulted and Informed for advice, recommendations, modification requests, and Change Schedule changes that come from the ECAB.
· (I) All stakeholder roles are Informed of Authorization status and the updates to the Change Schedule.


3.08 Continue Change Management

	Objective
	To complete the Emergency Change as authorized and with continued presence and direction provided by the ECAB.

	Policy
	The ECAB will remain assembled and will provide oversight and direction throughout the Emergency Change until it is implemented successfully. All Authorized Emergency Changes will follow standard Change Control steps without compromising the urgency of the required solution. Where possible:
· Remediation Plans should be prepared and tested in the event the Change fails.

· Adequate Testing should be done on the Change before Implementation.

	Input(s)
	ECAB Direction
IT Management

	Output(s)
	Direction and Control
Decision Making

Urgency

	Status
	- None -

	Description
	· (A,R,C,I) The Emergency Change Team Lead (assigned by and acting on behalf of the Change Manager) is Accountable, Responsible, Consulted and Informed for managing the Emergency Change though to successful implementation.

· (R,C,I) The ECAB is Informed, Consulted, and Responsible to remain in tact and to be available for evaluation and decision making.

	
	Note that documentation is not an urgent requirement during the Emergency Change Procedure. This documentation will be fully provided and completed following successful implementation of the Change. It is Best Practice to conduct a formal Post Implementation Review (PIR) for all Emergency Changes.


Standard Change Procedure

Standard Change Procedure Flow
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Emergency Change Procedure RACI Chart
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Standard (Pre-Approved) Changes Described

All Standard Changes are initially processed as Normal Changes with low Impact, low Complexity, and low Risk. To be approved as a Standard Change, the Change must have been tried and tested successfully and fully documented in a Standard Change procedure. Some of the details of these procedures will include:

· Authorized Standard Change Approvers and Authorizers

· Standard Change Access control list

· Standard Change request steps and access steps to forms and the procedure itself

· Standard Change record types in the Service Management System (SMS)

· Standard Change owners

· Standard Change Business and Technical stakeholders

Once approved as a Standard Change, each execution of the Standard Change is outside of the scope of the Normal Change process. It is executed as a delegated change according to the roles defined in the Standard Change procedure. 
Standard Changes become standard services available to End Users and/or IT Staff. These Standard Changes should be published in the Authorized Request List, which may be a part of the Service Catalog.

Procedure Steps Described

2.01 Complete and Submit the Standard Change Request
	Objective
	To document the Change from the Standard Change List and associated forms.

	Policy
	All Standard Changes must be selected from the Standard Change List and documented as per associated Standard Change Form.

	Input(s)
	Standard Change List
Standard Change Form

	Output(s)
	Completed and Submitted Standard Change Form

	Status
	Submitted 

	Description
	· (A,R) The Change Coordinator is Accountable and Responsible to complete and submit the standard change request on behalf of the Change Requestor (could be the same person).

· (R,C) The Service Desk, Change Management, Request Fulfilment, and/or Service Level Management are possible roles Responsible to make available the Standard Change List and to be Consulted for questions. 

· This List may be a single catalog, or several catalogs created and managed by one or more processes.
· It is recommended that Service Level Management maintains and published this list as part of the Service Catalog.

· Change Management is the owner of this Standard Change List.

· (I) The Change Requestor and Change Authority Approver is Informed of the submission.

· (C) The Technical and Business Stakeholders may be Consulted for details concerning the Standard Change.


2.02 Standard Change Logging
	Objective
	To create a single definitive source for documentation for all Standard Change details, for the management of Standard Changes and to monitor for related Incidents that may follow a Standard Change.

	Policy
	Each Standard Change must create and document a Standard Change Record in the Service Management System (SMS).

	Input(s)
	Completed and Submitted Standard Change Form 
Service Management System (SMS)

	Output(s)
	Standard Change Record
Standard Change Form

	Status
	Open

	Description
	· (A,R) The Change Authority Approver specified in the Standard Change procedure is Accountable and may be Responsible to ensure the Standard Change has been recorded into the appropriate Service Management System (SMS).

· (R,C,I) The Change Coordinator may be Responsible to record the Standard Change into the appropriate Service Management System (SMS) and is Consulted and Informed of the Standard Change logging.


2.03 Standard Change Review and Assessment
	Objective
	To properly review the Standard Change against the Standard Change procedure and assess its justification, preparation and readiness.

	Policy
	All Standard Change requests will be fully reviewed against the associated Standard Change procedure and will be assessed for justification and readiness for implementation.

	Input(s)
	Standard Change Record

Standard Change Form
Standard Change Procedure

	Output(s)
	Reviewed and Assessed Standard Change

	Status
	Open, Reviewed

	Description
	· (A,R) The Change Authority Approver specified in the Standard Change procedure is Accountable and Responsible to review and assess the Standard Change.

· (R,C,I) The Change Requestor, Change Coordinator, Technical and Business Stakeholders are Responsible to properly prepare for the Standard Change and to be Consulted and Informed during the review and assessment.


2.04 Standard Change Authorization

	Objective
	To make recommendations that ensure the Standard Change will succeed and is properly scheduled and; and to give authorization to proceed.

	Policy
	All Standard Change requests will be scheduled and Authorized to proceed by the Standard Change Approver.

	Input(s)
	Standard Change Record

Standard Change Form

Standard Change Procedure

	Output(s)
	Recommendations and advice
Scheduled Standard Change

Authorization to Proceed

Or, Rejection of Standard Change

	Status
	Open, Reviewed

	Description
	· (A,R) The Change Authority Approver specified in the Standard Change procedure is Accountable and Responsible for authorizing the scheduling and planning of the Standard Change and for making recommendations that ensure change success.
· (C,I) The Change Coordinator, Change Requestor, Technical and Business Stakeholders are Consulted and Informed during authorization and of authorization approval.


2.05 Plan and Coordinate Standard Change Implementation
	Objective
	To schedule, plan and update the Standard Change with all Authorization recommendations and to ensure that the Change is implemented as specified in the Standard Change procedure.

	Policy
	All Standard Change requests will be planned and scheduled as authorized by the Standard Change Approver and will be implemented as specified by the associated Standard Change procedure.

	Input(s)
	Standard Change Record

Standard Change Form

Standard Change Procedure 

Recommendations and advice

Scheduled Standard Change

Authorization to Proceed

	Output(s)
	Implemented Standard Change

	Status
	Open, Scheduled

Open, Implemented

	Description
	· (A,R,I) The Change Authority Approver specified in the Standard Change procedure is Accountable, Responsible and Informed to ensure the Standard Change is implemented according to Authorization schedule, recommendations, and associated Standard Change procedure.
· (R,C,I) The Change Coordinator is Responsible, Consulted and Informed to coordinate the Standard Change as authorized.
· (R,C,I) The Release and Deployment process, and/or Technical or Business Stakeholders may be Responsible, Consulted and Informed to carry out the Standard Change as authorized.

· (I) The Change Requestor is Informed of Standard Change schedule, status and progress.


2.06 Standard Change Review and Closure
	Objective
	To provide an independent review of the Standard Change that confirms success and closes the Standard Change record.

	Policy
	All Standard Changes must be confirmed successful by Independent Review before closing the Standard Change record.

	Input(s)
	Implemented Standard Change
Success Confirmation

	Output(s)
	Closed Standard Change record

	Status
	Closed

	Description
	· (A,R,I) The Change Authority Approver specified in the Standard Change procedure is Accountable, Responsible and Informed to confirm the Standard Change was implemented as planned and has been fully documented.
· (R,C,I) The Change Coordinator is Responsible, Consulted and Informed to fully report on and document the Standard Change.

· (R,C,I) The Release and Deployment process, and/or Technical or Business Stakeholders may be Responsible, Consulted and Informed to provide full documentation for the Standard Change.

· (C,I) The Change Requestor is Consulted for acceptance of the Standard Change and Informed of its closure.


Appendix A: Terms and Definitions

	Term
	Definition

	Change XE "Change" 
	The addition, modification or removal of anything that could have an effect on IT services. The scope should include all IT services, Configuration Items, processes, documentation, etc.

	Standard Change XE "Standard Change" 
	A pre-approved change that is low risk, relatively common and follows a procedure or work instruction. For example, password reset or provision of standard equipment to a new employee. RFCs are not required to implement a Standard Change, and they are logged and tracked using a different mechanism, such as a Service Request.

	Normal Change
	A change that is the addition, modification or removal of an authorized, planned or supported service or service component and its associated documentation. The change is neither an Emergency Change nor a Standard Change. It requires that an RFC be created and follow the Normal Change steps.

	Emergency Change
	A change that must be introduced as soon as possible, e.g., to resolve a major Incident or implement a security patch. The Change Management process will normally have a specific procedure for handling Emergency Changes.

	Change Advisory Board (CAB)
	A group of people that advises the Change Manager in the assessment, prioritization and scheduling of changes. The board is usually made up of representatives from all areas within the IT Service Provider, the business, and third parties such as suppliers.

	Emergency Change Advisory Board (ECAB)
	A sub-set of the CAB who make decisions about high-impact Emergency Changes. Membership of the ECAB may be decided at the time a meeting is called, and depends on the nature of the Emergency Change.

	Change Schedule
	A document that lists all approved changes and their planned implementation dates. A Change Schedule is sometimes called a Forward Schedule of Change, even though it also contains information about changes that have already been implemented.

	Remediation
	Recovery to a known state after a failed change or release.

	Change Control XE "Change Control" 
	The procedure to ensure that all changes are controlled, including the submission, analysis, decision-making, approval, implementation and post-implementation of the change.

	Request For Change (RFC) XE "Request For Change (RFC)" 
	A form or screen used to record details of a request for a change to any CI within an infrastructure or to procedures and items associated with the infrastructure.

	Impact
	A measure of the effect of an Incident, Problem or change on business processes. Impact is often based on how service levels will be affected. Impact and urgency are used to assign priority.

	Urgency
	A measure of how long it will be until an Incident, Problem or change has a significant impact on the business. For example, a high-impact Incident may have low urgency if the impact will not affect the business until the end of the financial year. Impact and urgency are used to assign priority.

	Priority
	A category used to identify the relative importance of an Incident, Problem or change. Priority is based on impact and urgency, and is used to identify required times for actions to be taken. For example, the SLA may state that priority 2 Incidents must be resolved within 12 hours.

	Service Level Agreement (SLA)
	Written agreement between a Service Provider and the customer(s) that documents agreed service levels for a service.

	Operating Level Agreement (OLA)
	An agreement between an IT Service Provider and another part of the same organization. An OLA supports the IT Service Provider’s delivery of IT services to customers. The OLA defines the goods or services to be provided and the responsibilities of both parties.

	Underpinning Contract (UC)
	A contract between an IT Service Provider and a third-party. The third-party provides goods or services that support delivery of an IT service to a customer. The UC defines targets and responsibilities that are required to meet agreed service target levels in an SLA.


Appendix B: Sample Request for Change (RFC) Form 

The Request for Change form is the original description of the change being requested. In some organizations, this request is entered directly into a Change record of the Service Management System; whereas in other organizations the request is written up in a standard form that is then sent typically by email to Change Management. The following example is that of a form completed by the Requestor and sent to Change Management.
Change Sponsor Information:

· Enter the name of the person who is sponsoring and has authority to request the change

Name:



Department:


Phone:


eMail:



Change Requestor Information:

· Enter the name of the person(s) who are requesting and managing the change 

Name:



Department:


Phone:


eMail:



Change Implementer(s) Information:
· Enter the name of the person(s) who will be implementing the change 

Name:



Department:


Phone:


eMail:



Change Highlights:

Enter the date of RFC submission (dd-mmm-yy): 



· Enter a brief description of the change

Description:














· Enter the IT service component(s) (Configuration Items - CIs) being changed

CI:














· Enter a brief description of the reason and business benefits (what is different after this change?) 

Reason:














Benefits:














· What are the change windows and when is this change required? 

Change Required By (dd-mmm-yy):





Change Window(s) (dd-mmm-yy):





Urgency Assessment (choose one):
Urgency 1
Urgency 2
Urgency 3
Urgency 4

Change Assessment:

· Does the customer-facing IT Service require a system outage during the change?
Outage Duration (hours : minutes):





Customer Notification:












· Enter a brief description of the business impact of this change (what is the impact if the intended change fails and disrupts the existing service?)

Description:














Impact Assessment (choose one):
Impact 1
Impact 2
Impact 3
Impact 4

· Enter a brief description of the technical impact of this change (what other CIs and IT Services are related to the ones being changed?)

Description:














Impact Assessment (choose one):
Impact 1
Impact 2
Impact 3
Impact 4

· Enter a brief description of the complexity and risk that this type of change will fail

Description:














Contingency or Back-out Plans:











Risk Assessment (choose one):
High

Moderate

Low
· Enter the continuity plans and Configuration Items that must also be updated (if any):

Plans:














CI:














Other Instructions and Details:

· Describe other details or instructions:

Description
:
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